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Abstract— The secrecy challenge of protecting a power
domain non-orthogonal multiple access (NOMA) system is
associated with the intrinsic superposition structure of the
transmitted information. Because of this superposition
operation, the interference generated by the other user’s
information must be first decoded by the receiver in order
to allow the intended information to be acquired.
Therefore, a robust secrecy solution for this type of channel
access techniques must consider not only the existence of
attacks coming from undetectable passive eavesdroppers
located outside of the network, but also attacks carried out
by eavesdroppers registered as legitimate users inside the
system. In this work, a cooperative jamming technique is
combined with a secure channel training solution in order
to protect a two user power domain NOMA system against
eavesdropping attacks coming simultaneously from inside
and outside of the network. The proposed secrecy solution
is evaluated numerically and the evaluation demonstrates
that weak secrecy is achieved against the inside and outside
eavesdroppers.

Keywords— NOMA, inside attack, outside attack,
cooperative jamming, square M-QAM, secure training,
Dphysical layer security.

I. INTRODUCTION

The integration of non-orthogonal multiple access
techniques in the future 5G wireless standards [1], [2] is
considered a mandatory step to increase the spectral
efficiency of this new generation of networks. While in
the orthogonal access different users are allocated to non-
overlapped time-frequency resources, in the non-
orthogonal solution the same resource is shared among
multiple users, being the separation between them
achieved exploiting different power or coding conditions.
The high potential of this new type of access technology
motivated the research community to start very recently
addressing the secrecy issues associated with non-
orthogonal multiple access techniques.

Taking into account the presence of a passive
eavesdropper, optimal power allocation algorithms were
developed in [3] with the target of maximizing the secrecy
sum-rate of a power domain NOMA system. The secrecy
performance of a non-orthogonal multiple access scheme
was analyzed in [4] considering the order of decoding, the
individual transmission rates and the power distribution
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as system parameters. Assuming multiple antennas at the
transmitter, the exploitation of different antenna selection
strategies was proposed in [5] with the aim of improving
the secrecy level in this type of networks. While the
authors of [3]-[5] focus the downlink direction, in [6] the
secrecy vulnerabilities of a non-orthogonal access system
were addressed from the uplink perspective assuming that
multiple eavesdroppers cooperate during the attack.
Through the use of a geometric framework, the evaluation
of the secrecy outage probability of a multiuser power
domain NOMA system was performed in [7] considering
an eavesdropper exclusion zone around the base-station.
In a second evaluation, the same authors studied the
secrecy improvement obtained when artificial noise is
generated at the transmitter side. The security constraints
associated with the integration of non-orthogonal
multiple access schemes with well-known relaying
techniques was focused in [8]. In [9], a null-steering
jamming technique was implemented using a self-
cooperative and non-self-cooperative jamming solution.
While in the self-cooperative version only the base-
station generates artificial noise, in the non-self-
cooperative solution the artificial noise is transmitted by
idle NOMA users. The scenario in which different
security clearances are assigned to multiple legitimate
users was addressed in [10]. Considering a two-layered
unicast system, an optimal artificial noise beamforming
scheme was developed taking into account the specific
secrecy constraints associated to each user. In order to
implement the security solution developed in [10],
channel knowledge of all users must be available at the
base-station, even the one associated to the user with the
lowest clearance level, i.e. the eavesdropper.

Following the literature trend, the works in [3]-[9]
only consider that the system is attacked from the outside,
where an external passive eavesdropper not registered in
the network remains undetectable. Because of the
intrinsic processing structure of non-orthogonal multiple
access techniques, in which inter-user interference must
be first decoded to allow the receiver to get the intended
information, considering that the system can only be
attacked from the outside is limitative from the
perspective of achieving a robust secrecy solution. From
a practical approach, designing a secrecy scheme that
only takes into consideration the presence of external
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passive eavesdroppers makes little sense if the system is
not protected from inside, since in this context the attacker
only needs to registered in the network as a legitimate user
to access the information that he pretends to tap. In [10],
the problem of securing the network from inside is
addressed. However as the proposed solution requires
channel knowledge of all users, even the ones with
minimal clearance level, i.e. the eavesdropper, then the
system is not prepared to handle with attacks carried by
undetectable passive eavesdroppers located outside of the
network. Contrarily to [3]-[10], the authors of [11]
addressed the scenario in which the NOMA system is
attacked from inside and outside. Nevertheless, the
secrecy scheme proposed in [11] is supported on higher
layer cryptographic protocols, and therefore does not
provide a standalone physical security [12], [13] solution.

To address the secrecy limitation identified above,
this work proposes the use of a cooperative jamming
solution that when combined with a secure training
process allows to protect a power domain non-orthogonal
multiple access system against simultaneous inside and
outside eavesdropping attacks. To the best of the author’s
knowledge, the development of standalone physical layer
security solutions to protect power-domain NOMA
systems against these two types of attacks is an open
problem that remains untreated in the literature.

The remainder of the paper is organized as follows:
Section II presents the system model and the secrecy
metric used in this work. The secure communication
solution proposed in this manuscript is formulated in
section III. Section IV presents and discusses the results
obtained in the evaluation of the developed technique.
The main conclusions are outlined in V.

II.  SYSTEM MODEL AND SECRECY METRIC

This section defines in a comprehensive way the
system scenario as well the security problem handled in
this work. The non-orthogonal multiple access network
considered throughout this work is depicted in the system
model represented in Fig. 1. In the considered scenario, a
two user power domain non-orthogonal multiple access
system is applied by node “A” to exchange the
information streams d, and d,, with the receiving

nodes “B” and “E0”, respectively. Moreover, this work
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Fig. 1- System model

considers that the distance between node “A” and “E0” is
lower than the distance between “A” and “B”, therefore,
as it is usually defined in the literature, “E0” is the
strongest user with node “B” being the weakest user. In
power domain non-orthogonal multiple access systems,
the strongest user can only reach their intended
information after decoding the interference generated by
the weakest user, being this interference posteriorly
canceled from the overall receiving signal using a
successive interference cancellation (SIC) equalizer.
Alternatively, a joint decoding of information and
interference using a maximum likelihood (ML) equalizer
can also be implemented. In this work, since “E0” will
decode first the interference created by d, before

accessing the information sent to him, this node will be
recognized by the network as a legitimate user that also
has the capacity to eavesdrop d, attacking the network

from inside. Additionally, in order to model the
occurrence of an outside attack, this work assumes also
that a passive eavesdropper “E1” not registered in the
network tries to tap the information d, sent to node “B”

in an undetectable way. Finally, to improve the secrecy
level of the system, a jammer defined by node “J”
cooperates with “A” generating a discrete jamming signal
d,.

As illustrated in Fig. 1, this work considers that all the
nodes are equipped with a single antenna. The model
previously described is general enough to encompass a
scenario where silent Internet of Things (IoT) terminals
are hacked through the network in order to get control of
the respective physical layer resources for eavesdropping
purposes. In such a scenario, “E1” could be regarded as a
silent IoT terminal that at some point was hacked and
started to work as an undetectable passive eavesdropper.
Under such type of attack, all the higher layer security
protocols applied at “E1” for access authentication and
state monitoring would be broken, and the physical layer
would become accessible to the hacker. The massive
proliferation of low complexity IoT terminals expected
for the upcoming years makes this type of attacks highly
likely, particularly in scenarios where the access to the
surrounding physical environment is well controlled.

The coefficient defined by 4, with Re {E0,B,E1}

and Te{A4,J} represents small scale channel fading

effects which are modeled by zero mean independent
complex Gaussian random variables with variance o .
Additionally, the signals dy, Se{E0,B,J} are also
defined as independent random variables that follow a
discrete uniform distribution. The path-loss attenuation
between the transmitting nodes 7 and each one of the
receiving nodes R is represented by the coefficients o,

, oy and o , where it is assumed that ¢, <<, .

Furthermore, in this work “A” and “J” are at the same
distance of each one of the other terminals, therefore, the
same coefficient is applied to model the attenuation
between this two terminals and each of the other receiving
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nodes. The noise impairment at the receiving nodes R is
represented by n, and is modeled by zero mean complex

Gaussian random variables with variance o . Finally,

ideal RF up- and down-conversion is assumed being all
the baseband processing applied to an independent flat
fading channel realization considering a time division
duplex (TDD) context. The metric used in the evaluation
of the proposed solution is formulated in Definition 1.

Definition 1: For d distributed uniformly across a
setof M points,and y defined as the signal observed by

the eavesdropper, weak secrecy can be formulated by

| I(dsy) |

The ratio between the mutual information /(d;y)
and log, (M) defined in (1) is used in the evaluation of
the secrecy solution proposed in this work.

III. SECURE COMMUNICATION SCHEME

The design of the secrecy solution proposed in this
work will take into account not only the main
communication phase but also the preliminary channel
training process. Since in the proposed solution the design
of the secure training scheme depends on the structure of
the main communication phase, in this section the main
communication phase will be introduced before the
channel training method.

A. Communication Phase

The purpose of the main communication phase is to
send d,, and d, to the intended receivers ensuring at the
same time that “E0” is not able to acquire information
regarding d, i.e. protect the system against the inside

attack. In order to reach that goal, the signals transmitted
by “A” and “J” are formulated as

1
X4 = (P gy +Pydy), )
Do
1
x, = pud,, (3)
hio,

being p, and p, defined as known power allocation
coefficients where the condition p, << p,, is verified.

Taking into account (2) and (3), the signals observed by
the receiving nodes are given by

Yo = O (hEOA‘xA +hyo,X, ) +ng,

.4
=0, |:pLdE0 + Dy (dB +d, ):I g

Vg =0 (hBAxA +hy,x, ) T

hBA
h

h ., 5
aB (pLdEO+pHdB)+hipHd.l:|+nB

E0A EO0J

Ve = O (hEleA +hyg,x, ) 1

h h . (6)
=0 |:hE#(pLdE0 +pyd, ) +hE#p11dJ :| +ng

E0A E0J

In the case of the signal received at “E0” and assuming
that the constants p, and p, are known, the term

d, +d, is decoded in a first step considering o, p,d;,
as low power noise. In a second step, p, (d,+d,) is
cancelled from y,, in order to allow “E0” to get their
intended information d,, . Alternatively, a joint ML
decoding of d,, and d, +d, can also be used to extract
d,, from (4). In terms of secrecy, the alignment of d
with d, in the same signal space forces the inside
attacker “E0” to access the information related to d, only
through the observation of the integer addition d, +d, ,
which means that the level of protection against the inside
attacker can be quantified computing the mutual
information 7 (d,;d, +d,) between these two signals.
As it was demonstrated in [14], the use of increasing order
uniform square M-QAM signals independently generated
for d; and d, allows to reach

I(d,;d,+d
1m|: ( B> B+ ,/):|:0,

7
log, (M) @

M —o0

which according to Definition 1 means that weak secrecy
is achieved against the inside attacker “E0”. Note that a
discrete domain approach must be used to apply the SIC
processing chain described above, hence, in this work
uniform and equal order square M-QAM constellations
are applied for d,,, d, and d, . In the case of the signal

EO0 >
observed by node “B”, the assumption o, p, =0 is valid

in the high SNR regime when the difference between p,,
and p, is significant. Therefore, the simplification

n h h
Vg = 0Py |:id3 +idjj|+”3 3

E0A E0J

can be applied for equation (5). When the difference
between p,, and p, is small, the recovery of d,; from (5)
is achievable by making a joint ML decoding of d,,, , d,
and d, . Taking into account the signal structure of (5)

and (8), it is straightforward to conclude that in the high
SNR regime d, can be fully recovered when h,, /h,,,

and hy, /h,,, are available at node “B”. As mentioned
previously, the scenario considered in this work assumes
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that node “B” is the only trustful receiver that is attacked
by the eavesdroppers “E0” and “El1”. In attacking
occurrence, “E0” may connect to the network only to tap
the information intended to “B”, therefore, under such
condition d,, has no value to “B”.

B.  Training Phase

The design of the channel training process applied in
this work is done respecting the following three main
criterias: provide h,, and k., to “A” and “J”
respectively; ensure that h,,/h,,, and h,, /h,,, are
available at “B”; and minimize the amount of channel
information leaked to the outside attacker “E1”. In order
to achieve the requirements mentioned above, in the
proposed training solution the first two slots are applied
for channel estimation, being the last two used for channel
feedback. Moreover, in the remaining of this work it is
assumed that the channel coherent interval is wide enough
to perform channel training and transmission.

1) Channel Estimation
The objective of this point is to provide hy, /h,,, to

node “A” and hy, /h,,, tonode “J”, ensuring at the same

time that terminal “E1” is not able to estimate their own
channels for “A” and “J”, i.e. in the proposed method
these two terminals cannot send pilots. Assuming a
perfect channel estimation process, in the first slot “E0”
sends a pilot that provides 4,,, to “A” and h,,, to node
“J”, while in the second slot the pilot is sent by “B” giving
hg, to “A” and h,, to “J”.

2) Channel Feedback

In this step, the channels kg, /h,,, and hy, /hy,,

estimated in the first two slots of this training process are
sent with some level of secrecy to node “B”. To achieve
that, in the third slot terminal “A” feedbacks 4, /h,,, to

“B” sending x,, , while in the fourth slot node “J”
exchanges ,, /h,,, with “B” through the transmission of
signal x,, . The transmitted signals mentioned before
are formulated as

|hBA| J(Oro4=2654)

P € ; )

XE 4 H
|hEOA

|hBJ| /(g0 —265;)

e , (10)
|hE()J |2

where |th| and 6, defines the magnitude and phase of

Xpny = Pu

the channel #,, , respectively. In a noiseless channel

scenario, the signals received at “B” during the third and
fourth slots are defined as

Yo ry = anF(A)hBA

|hBA| ]2 j(Op04=054) (11)
— P e 4= g,
o (|hE0A|

YVerwy = anF(./)hBJ

— |hBJ| ’ J(Or0s=65s) " (12)
_aBpH[VIEOJ' e

Considering that ¢/, p,, is a constant known at “B”,

the recovery of Ay, /h,,, and hy, /h,,, from (11) and

(12) is done by performing the following operations at
node “B”

1/2

Poriol | pms ey
aBpH hEOA

| | 1/2

M e’jHB,I'(J) zhi , (14)
aBpH hEO.I

where | y“.(r>| and 6., denote the magnitude and

phase of y, ., respectively. In the case of the outside

attacker “E1”, the signals observed by this node during
the feedback phase are defined as

YEeLFy = aEle(A)hElA

=a,,py |hBA|X|}|lflA| ef(‘gElA*gEUA’ZBBA) , (15)

| E0A

JOp1F (1)
=V F(A)|e

YeLrw) = aEle(J)hElJ

=a,,py |h3J|X|h251J| ej(gﬂl./*'eﬂﬂ./*zglil) . (16)
|0,

_ JOe1r ()
= |yE1,F(J) | e

While for the inside attacker only the main
communication phase impacts the secrecy, in the case of
the outside attacker, both the main communication phase
and the training phase must be considered in the secrecy
assessment. Therefore, having already defined the signals
observed by “E1” during the main communication and
training phases, the quantification of the secrecy level
obtained against the outside attacker can be done
computing an upper bound on the mutual information

[(dB;yEl’yEl,F(A)) . Since “E1” only pretends to tap the
information associated to the source d, an upper bound
on I(dB;yEl,yELF(A)) can be derived assuming that the

interference generated by d,, and d, in node “E1” is



2019 IEEE 30th Annual International Symposium on Personal, Indoor and Mobile Radio Communications (PIMRC): Track 1:

Fundamentals and PHY

e ; ‘
2 |—I(dp;dis + dy) /logs(M)]
So457 ]
£ 04r
O
T035+F
~
< 03
3
S 0251
~
= 0ol
o 02
Q
R015F
g o1t
g
S 005 ‘ | ‘ ‘
Z 2 3 4 5 6
(M =47)
Fig. 2 — Secrecy level against the inside
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Fig. 4 — Non-normalized secrecy level
against the outside attacker “E1”

zero. Under the non-interference scenario, the signal
observed at “E1” can be formulated as

R h
Vi1 = O Py £ dg
E0A
|hE1A|X|dB| ef(HEIA’HEuA*gB) , (17)
|hEOA|

=0 Py

=|J7£1|ej€m

with I(dB;szl,yELF(A)) providing a valid upper bound
for the amount of information leaked to “E1”. Because the
interference caused by d, is not present in (17), the

observation of y, ., doesn’t add any useful

information to recover d,, and therefore can be ignored

for the secrecy evaluation. Another important point that
should be discussed is associated to the fact that the

phases of j,, and y,, ., , defined as 6,, and O ria)
which
means that the information carried in the phase of d, , i.e.

respectively, are mutually independent of d, ,

8, , is fully protected from “E1”. Hence, in the proposed
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Fig. 3 — Mutual information between d, and
the output of a SIC decoder applied to y,
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Fig. 5 — Secrecy level against the outside
attacker “E1”

solution “E1” can only get information associated to the
magnitude of d, through the observation of | J751| and
|J’E1,F<A)| . Assuming that |hEOA| is known at “E1”, and for

a=0o,p, , an upper bound on the amount of

information leaked to the outside attacker can be defined
as

;0‘|d3||hm|’0‘|hE1A||hBA|) .

(18)
Through the comparison of the upper bound in (18)

with I(|dB|;a|dB||hEM|) , a quantitative reference

I(dB;J;EI’yEl,F(A) ) = ](|d3

regarding to the amount of information leaked by the
proposed solution during the training phase can be
evaluated. Therefore, a lower limit on the value of

I(|dy|sexldy||hg | x|y | |hy,]) will be also assessed in

this work computing I (|d,|;e|d,||h,, ) -

Remark I: The scaling of the proposed solution to the
case where more than two users access the system was not
analyzed in this work. Nevertheless, considering that such
extension would be achievable by adding a dedicated
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jammer for each user, an increase of the channel training
complexity would be observed.

IV. RESULTS

The purpose of this section is to analyze the results
associated to the evaluation of the secrecy solution
developed in the scope of this work. The mutual
information curves presented in the following points were
obtained using kernel based density estimators
considering a unitary scale parameter for the Rayleigh
distributions that model the small-scale channel fading
magnitudes defined by #4,, . Furthermore, the power

conditions associated to the signals d; are characterized
2 . .
by E[|ds| } =1, being o,,p, and «,p, unitary

constants with p,, = Kp, . With the parameters defined

above, the system evaluated in the following points is
fully characterized for a given value of K .

A. E0-— Inside Attacker

As mentioned before, the secrecy level obtained
against the inside attacker can be quantified calculating
I(dy;dy+d,) , where d, and d, are square QAM
signals of the same order M and with equal magnitude
scaling. The analysis of Fig. 2 shows that when the
constellations order M increases and for the noiseless
regime, the percentage of information acquired by the
inside attacker tends to zero. In the case of the information
intended to node “E0”, the curves in Fig. 3 were obtained
computing the mutual information in bits per channel use
(Bpcu) between d,, and the output of a SIC decoder
when the respective input is y,, . The results presented in
Fig. 3 shows that in the large SNR regime and considering
K =10 for M € {4,16,64} , the processing of y,, using
a SIC equalizer allows “E0” to get all the information
associated to d,, . Although the mutual information
curves presented in Fig. 3 are limited to M =64, in the
large SNR regime and for K — oo , the value of the mutual

information 7(d,;SIC|y,,]) scales up with the entropy
of the source, which is defined as log, (M ).

B. EI — Outside Attacker

As explained in section III, the level of secrecy at the
outside attacker can be evaluated quantifying the amount
of information leaked at “E1”” computing the value of the

mutual information I (|d,|;e|dy||hg, | @) he ]| hsa])
being the calculation of 7(|d,|;|d,||hy,,|) used as a

reference to assess the amount of information leaked by

the proposed scheme during the channel training phase.
Starting by analyzing the results of the mutual

information  7(|d,|;e|d,||hs, |, |hy,,||hy,|)  depicted

in Fig. 4, a first observation shows that an upper bound
on the amount of information leaked to the outside

attacker “E1” saturates with the entropy of the source,
remaining in this case always below than 0.8 bits for any
value of M considered. Moreover, a quantitative
reference for further improvements of the proposed

solution is obtained evaluating 1(|d,|;a|d,||h;,,|) .

which reveals that when full protection of |hE1 A| is

ensured, the secrecy level at “E1” can be reduced for
values below than 0.4 bits. Note that because « is a
constant has no impact on the mutual information bounds
formulated in this work, therefore, it was ignored in the
results presented in Fig. 4. While the results in Fig. 4
represent absolute mutual information values, the curves
in Fig. 5 were normalized to the entropy of the source,

i.e. log, (M ). As in the case of the inside attacker “E0”,

the curves in Fig. 5 show that increasing the order of d

, the percentage of information acquired by the outside
attacker “E1” tends to zero, which according to
Definition 1 means that the proposed solution is
approaching weak secrecy against “E1”. Because « isa
constant and has no impact in the secrecy bound
computed for “E1”, the increase of the value of p,, in

equation (4), which is required to increase M and reach
weak secrecy against the inside attacker “E0”, can be
done without affecting the secrecy level at “E1”".

The level of secrecy obtained at “E1” results from the
fact that with the proposed solution, full protection of the
information carried in the phase of d, is ensured, being
the amount of information associated to the magnitude of
d, protected with the channel magnitude |h51 A| , which in

turn is secured from the outside attacker “E1” with |/, .
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Fig. 6 — Mutual information between dj and the

output of an ML decoder applied to Jj

C. B - Legitimate Receiver
As mentioned before, after the feedback of &y, /h,,
and hy, /h,,, to“B”, the recovery of d, at this terminal

is achieved equalizing y, using a maximum likelihood
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(ML) decoder. In this case, as can be concluded from the
analysis of equation (8), in the large SNR regime the

mutual information 7 (d,;ML[$,]) between d, and the

output of a ML equalizer with input p, grows with the
entropy of the source d, for increasing M . This
behavior can be confirmed in Fig. 6 for M € {4,16,64} ,

where the mutual information results associated to this
decoding operation show that in the high SNR regime all
the information intended to the legitimate user “B” is
obtained processing y, with an ML decoder.

V. CONCLUSION

In order to improve the secrecy level of a power
domain non-orthogonal multiple access system, a
cooperative jamming solution was combined with a
secure channel training scheme to protect the system
against eavesdropping attacks coming from inside and
outside of the network. The evaluation of the proposed
scheme showed that when square M-QAM constellations
are applied for data and jamming signals, weak secrecy
against inside and outside eavesdropping attacks is
obtained. In terms of future work, the extension of the
proposed solution to the case in which node “B” is also an
eavesdropper of the strong user “E0” emerges from the
presented work as a new line of research to be followed.
Additionally, the scaling of the developed scheme to the
scenario where more than two users access the system is
also an interesting research topic to be analyzed in the
future.
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